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Jump-Starting the Trip
The Role of Technology

A student in a dorm room, connecting one community at a time, and
keeping at it until one day we connect the whole world.
—Facebook CEO Mark Zuckerberg, 20171
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Learning Objectives
After studying this chapter, you will be able to do the following:
•• Explain what flatness means with respect to the relationship between the
world’s countries and peoples.
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•• Define digitization and the concepts of the digital age and the information
revolution.
•• Identify the key technological changes that have taken place in the modern era,
and explain their significance.
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•• Define the Industrial Revolution, and explain the main changes that took place
during its course.
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•• Explain the political, economic, and social implications of new technologies.
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n his 2017 commencement address at Harvard University, Facebook CEO Mark Zuckerberg
reflected on his work as an undergraduate to increase communication among Harvard
students. What started as a closed and limited networking site eventually morphed into a
cross-border phenomenon linking disparate people across the globe. Today, Facebook has
a population of 2 billion—larger than any single country. The development of Facebook
speaks directly to political commentator Thomas Friedman’s suggestion that, contrary
to Ferdinand Magellan’s discovery nearly 500 years ago that the earth was round, the
world is indeed flat. Friedman argues that modern technologies make economic and social
relationships between people, businesses, and countries “flatter”—less hierarchical—and
claims that they have opened up important new opportunities for advancement and development. The borders separating countries have become far more porous.2
Throughout history, it has been technology—from the invention of the wheel and the
printing press to more modern modes of transportation and communication—that has
increased the flow of people across the world’s borders. Today, people around the world
are more mobile than ever, and that mobility is clearly aided by technology. Cars and airplanes take us physically to the same places that smartphones and cyberspace allow us to
visit virtually. As a result, technology transcends the boundaries that define our identity
both at home and in the workplace—what we are able to do and how we communicate,
travel, and learn.
These developments offer new ways for people to define themselves and relate to others.
Through modern technologies, individuals are on the cutting edge of political change and
social interaction. They have the ability to organize quickly to influence the political process.
Groups that were once outsiders now affect policymaking. Social networks have launched
national revolutions, and videos taken with mobile phones are often the best sources of
information about what is going on in conflict situations. The technology that has allowed
information to be converted to computer-ready formats—digitization—has fundamentally
altered communication to provide more broad-based methods of delivery.

digitization the conversion
of information to computerready format

Women sing along to patriotic songs while filming with cellphones on November 25, 2011, during a protest in Cairo’s
Tahrir Square to speak out against the Supreme Council of the Armed Forces (SCAF), which had governed Egypt since
the February 2011 revolution. The protests ended after a week, with more than forty killed and thousands injured.
Monique Jaques/Corbis via Getty Images.
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digital divide unequal
access to the Internet that
separates those who have it
and those who do not

,o

digital age the development
of digital technology in
the twenty-first century
characterized by the ability
to transfer large amounts of
information with ease and
to access knowledge from
virtually any location
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information revolution the
rapid spread of and access to
all forms of communication

The events in the Middle East in 2011 that transformed the Egyptian, Tunisian, and
Libyan governments and seriously challenged the Syrian government—the Arab Spring—
are an excellent example of technology in action. Protestors organized massive gatherings
through digital media, using social networks and mobile phone messaging. The rest of
the world saw these incidents unfold using the same modes of participation, watching
eyewitness videos of the crowds and the violence they frequently encountered. With this
firsthand knowledge, empathy for the protestors grew. Today, that compassion develops
from our view of refugees seeking safety from conflict and destruction. Those images might
include the picture of a small Syrian boy that goes viral on the Internet as he is carried lifelessly from the water. Governments have come to recognize the potential of this information flow to threaten their authority and may react aggressively to control the narrative.
This was the case in Cameroon in 2016, when the leadership sought to curtail social media
by labeling it as a tool to disseminate false information and going so far as to declare it a
form of terrorism.3
The information revolution has enhanced our ability to communicate via multiple
sources. We are truly living in a digital age. But is the world really flat, as Friedman would
have us believe? The forces that define Friedman’s argument include geographical border
shifts—such as the tearing down of the Berlin Wall—as well as computer and software
developments and alterations in commercial operations, trade, and worker productivity.4
They include sharing information across borders through the Internet, outsourcing commercial operations to other countries for greater efficiency, and supply chain innovation
to move products or services around the world quickly from production to the consumer.
Technological innovation is the “steroid” that drives the “flatteners” at work today. It is a
major force in transforming the world and interpersonal relationships. Yet, is technology
really leveling the world?
Friedman’s analysis is based on observations about the economic powerhouses of
China and India. Not all countries have had the same opportunities and access to innovation. Another way to really understand the digital age is to recognize that the impact
of technology is divided between those who have access and those who do not. Globally,
there is a significant digital divide. For example, while it may seem as though we are
all connected by the Internet, in fact, only about half of the world’s population, 49.6
percent, is actually online.5 Figure 3.1 illustrates Internet usage by geographic region in
terms of the percentage of the population with access to the Internet. Accessibility varies
widely—most notably deficient are Africa (only 27.7 percent of the continent’s population has access), Asia (45.2 percent), and the Middle East (56.7 percent), compared to
88.1 percent for North America and 77.4 percent for Europe.6 This is but one of many
inequities that continue to dot the planet.
This chapter explores how technology has evolved and is driving many of the changes
taking place in the world. It suggests how and why the underlying power of technological
innovation should not be ignored. A brief account of the development of modern technology sets the stage for a discussion of how it is used to cross borders.

The Technological Frontier
Thousands of years ago, travel on foot limited people in their contacts and interactions to
their immediate surroundings. Hundreds of years ago, advancements in maritime technology allowed people to travel greater distances, but they spent months or even years on the
high seas to exchange goods and ideas.
The series of industrial and information innovations that allowed people to get news of
new frontiers began in the mid-fifteenth century with Johannes Gutenberg’s invention of
the printing press. While information had previously been passed along verbally or written
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FIGURE 3.1 ● World Internet Penetration Rates, by Geographic Region, 2017
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is
tri

Europe 77.4%

bu
te

Middle East 56.7%

North America 88.1%
20

40

60

80

100

rd

0

,o

Source: Data are from Internet World Stats, www.internetworldstats.com/stats.htm.

Industrial Revolution the
eighteenth-century
transformation from a
human- and animal-based
labor economy to one based
on machines

Five hundred fifty years ago, the printing press (left) gave us the book as we have long known it—gatherings of printed pages set within a binding.
E-book readers like the Kindle and the iPad were invented in the late 2000s, and now e-reader apps allow us to read on our smartphones (right).
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and copied by hand, the press allowed information to circulate more freely around the world.
It gave more people the opportunity to become literate and allowed information to reach a
wider audience. Across long distances, people could read the same words and develop common interests. And it moved very quickly! James Burke sheds light on this phenomenon,
noting that “from the single Mainz press of 1457, it took only 23 years to establish presses in
110 towns: 50 in Italy, 30 in Germany, nine in France, eight in Spain, eight in Holland, four
in England, and so on.”7
Shortly thereafter, a transformation took place that introduced the machinery of
the modern age. The Industrial Revolution brought about the transition from an
economy based on the labor of humans and animals to one based on machines. Key
inventions included spinning machines that converted wool and cotton into spools of
yarn, steam engines and their application to trains and boats, and the mechanization
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of iron production.8 The first steam engine was created in England and registered in
1698 by Thomas Savery. Thomas Newcomen would move it forward, and James Watt
would improve the design to provide a model for the engine that would become a
commercial success. So significant was Watt’s contribution that a unit of power—the
watt—was named after him. It is equal to 1/746 horsepower, or one volt times one
amp.9 If we look back to Thomas Savery’s expectations as he wrote about the uses for
his steam engine, we can understand how the measurement of horsepower evolved—
that is, how many horses the use of this engine could replace.

IN THEIR OWN WORDS

at one time in such a work can do, and for which there
must be constantly kept ten or twelve horses for doing
the same. . . . I say, such an engine will do the work or
labours of ten or twelve horses.10
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I have only this to urge, that water, in its fall from any
determinate height, has simply a force answerable and
equal to the force that raised it. So that an engine which
will raise as much water as two horses working together
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Pictured here is a Watt
double-acting steam
engine, which sparked
the Industrial Revolution
and greatly expanded the
horizons for trade across
world borders. Steam
engines are still utilized
today, as steam turbine
engines are used to produce
much of the world’s
electrical power.
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Trains would use the steam engine for
transit, and the expansion of the railroads
began. Critical to the Industrial Revolution,
they facilitated the movement of goods
and services across previously insurmountable distances. Raw materials could now
be easily transported to manufacturing
sites, thereby fostering the development
of trade relationships. Eventually, large
freight containers would be created that
would move an unprecedented amount of
resources and products around the globe,
using existing rail networks, shipping, and
cross-country roadways.
A second industrial revolution began in
the latter part of the nineteenth century
and brought electricity, the mechanization of production, and experiments with
aviation. These advances underlie the great twentieth-century transformations. The advent
of an affordable car that could carry people long distances on their own initiative and the
creation of a consumer aviation market gave way to new modes of transportation. Initially
available only to a wealthier clientele, air travel for the public has been in existence since
the 1930s. Today, it has become financially accessible to the masses, both domestically and
abroad. Between June 2015 and June 2016, the world’s airlines flew 1.65 million scheduled
flights into and out of the United States and carried 209.4 million passengers.11 The number
of automobiles operated globally has also grown, particularly in countries where sales were
once limited. As China becomes the world’s second-largest consumer market, it has become
number one in sales of automobiles, purchasing 27.8 million cars in 2016, compared to the
United States at 17.6 million.12 Bullet trains are also popular in China, reaching speeds of
more than 200 miles per hour. For example, the bullet train that runs between Beijing and
Shanghai has cut travel time from ten hours to just over four hours.13
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Technological innovation in transportation has even expanded to the point that space
tourism has emerged as a new industry. While orbital space tourism opportunities remain
limited and expensive, with only the Russian Space Agency providing transport thus far, its
very existence marks an unprecedented level of technological sophistication. Guy Laliberte,
founder of the Montreal-based Cirque du Soleil, paid $35 million for a twelve-day trip
aboard a Russian Soyuz spacecraft in 2009.14
Virgin Atlantic mogul Sir Richard Branson is hoping to get into the business of space
tourism with the creation of his company Virgin Galactic and its SpaceShip Two, which will
provide transport for up to six passengers and two pilots.15 This development suggests the
expanding reach of globalization even beyond our own planet! Hollywood actor Ashton
Kutcher was the 500th customer to reserve a $200,000 spot for space travel with Virgin
Galactic, even though a 2014 test flight crash has delayed commercial service.16 Despite the
mishap, Virgin Galactic is moving forward, adding a second SpaceShip Two in 2016—the
VSS (Virgin SpaceShip) Unity, named by world-renowned professor Steven Hawking—and
is still signing up future astronauts for an increased fee of $250,000.17
Elon Musk, cofounder and CEO of Tesla Motors, has also gotten into the space travel
business with his company SpaceX, which provides cargo service to the International
Space Station. Musk predicts that his spacecraft will be able to carry people to Mars by
2025, beating NASA’s projected timing of the 2030s.18 Like Virgin Galactic, the company
suffered a setback in September 2016 with the explosion of its Falcon 9 rocket that was to
carry an Israeli-constructed satellite for Facebook into space to provide free Internet service
to sub-Saharan Africa.19
Concurrent with the development of transportation innovation, the telegraph and telephone enabled instantaneous communication over long distances and fostered economic
growth. Using the technology behind the telegraph, inventors created a “wireless” system
for radio signals.20 This system was initially protected by patents for military use in World
War I, but the release of those patents after the war allowed for the mass availability of the
radio, which brought information directly into people’s homes. Access grew quickly, and it
is estimated that 60 percent of American families bought radios between 1923 and 1930.21
Telephone technology was also related to the telegraph, but progress was slow. By the
1930s, only 30 percent of US households had telephones. The percentage was even smaller
in rural areas of the United States and lower still in other countries.22
Today, the number of landline phones in use has diminished significantly, as mobile
phones have taken their place. By 2017, only 45.9 percent of Americans had a landline
in their home, while 95 percent of US adults owned a mobile phone.23 Globally, mobile
phone subscriptions have more than tripled in the past ten years. By 2016, China had
more than 1.3 billion subscribers, and India reached 1 billion. These figures translated to
92 phones per 100 people for China and 78 per 100 for India, compared to the numbers
of sub-Saharan countries such as Niger (47), Uganda (50), and Malawi (35).24 Africa and
the Asia-Pacific region have seen the greatest expansion. Between 2005 and 2016, mobile
cellular telephone subscriptions for Africa grew from 87 million to 772 million and went
from 833 million to 3.8 billion subscriptions in Asia and the Pacific25 (see Figure 3.2).
The development of short message service (SMS) technology that allows mobile phone
users to text messages of up to 160 characters to one another has become the more pervasive
new mode of communication, as texting is a part of daily life for millions of people around
the globe. Today people rely on smartphones on a daily basis not only for communication
but for taking and sharing photos, banking, online shopping, using maps, checking e-mails,
and even word processing. Self-contained application programs, or apps, have added considerably to the user-friendliness of these devices and have revolutionized patterns of communication and information gathering. The top ten most popular apps in the world estimated
by downloads in May 2016 are shown in Figure 3.3. It is interesting to note that, in addition
to its more clearly branded apps, Facebook now owns both WhatsApp and Instagram.
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short message service
(SMS) technology that
allows mobile phone users
to text messages of up to 160
characters to one another
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FIGURE 3.2 ● The Penetration of Communications Technology Worldwide,
2005–2016 (per 100 Inhabitants)
Mobile-Cellular Telephone Subscriptions: Developed
versus Developing World
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Individuals Using the Internet: Developed
versus Developing World
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FIGURE 3.3 ● Top Ten Smartphone Apps in the World, 2016
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Source: Felix Richter, “The Most Popular Apps in the World,” June 17, 2016, https://www.statista.com/chart/5055/top-10apps-in-the-world.

Enter the Computer
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The creation of the computer during World War II and subsequent expansion of that
technology to business and home uses revolutionized access to information. The movement from computers that took up whole buildings to current desktops, laptops, and
tablets happened in less than 50 years. Today, computer access to the world is held in
your hand. Whether an Apple or Android aficionado, you have the ability to stay connected at all times and from anywhere in satellite service reach. The development of
cloud computing removes the burden of running applications and programs from the
device itself and places this task in a system of servers. It is a web-based service run by
remote machines that provides extensive storage of information. What makes the cloud
important is the ubiquity of smartphones, tablets, and laptops and the general access to
information from virtually anywhere. An outgrowth of cloud computing is the development of big data. This refers to the increasing amounts and variety of data available
today that can be used to analyze many different subject areas, including disease prevention, intelligence, security, and economic development.
The industry giants in this transformation have become household names—Bill Gates
and Microsoft, and Steve Jobs and Apple. Separately and many times in competition with
one another, these men and their companies transformed the computer industry into what
it is today. Gates wrote the code that ran the first home computer (the IBM PC), which has
evolved into the tenth generation of the Windows operating system. Steve Jobs saw things
differently and led the Apple revolution as a way to connect people to their computers in
new and innovative ways. Jobs wanted to apply the technology of computing to directly

cloud computing the
delivery of web-based
content via remote servers to
multiple devices
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big data the increasing
amounts and variety of data
available to analyze many
different subject areas
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This 1984 IBM (International Business Machines Corporation) AT (advanced technology) computer was among the first personal computers (PCs)—
effectively the “great-grandparent” of the computer you likely use or own. Today, laptops offer far more mobility, capacity, and computing power.
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connect people to their machines. From the creation of the alternative operations systems
that continue to pit PCs against its computers, Apple has been on the cutting edge of electronic breakthroughs, particularly as they apply to individual uses. These innovations have
included the iMac computer, the iPod portable media player, the iPhone, and the iPad.
These devices and the accompanying iTunes application allow people all over the world to
share a market space. There they can purchase music and many other types of recordings,
television shows, documentaries, and movies.

IN THEIR OWN WORDS

no
tc
op

STEVE JOBS

Unfortunately, that’s too rare a commodity. A lot of
people in our industry haven’t had very diverse experiences. So they don’t have enough dots to connect, and
they end up with very linear solutions without a broad
perspective on the problem. The broader one’s understanding of the human experience, the better design we
will have.26
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Creativity is just connecting things. When you ask creative people how they did something, they feel a little
guilty because they didn’t really do it; they just saw
something. It seemed obvious to them after a while.
That’s because they were able to connect experiences
they’ve had and synthesize new things. And the reason
they were able to do that was that they’ve had more
experiences or they have thought more about their
experiences than other people.

The Role of Technology in Crossing Borders
The acceleration in information sharing, coupled with the extended movement of people
and products, has contributed significantly to the opening of political, economic, social,
and cultural borders. The development of relatively unrestricted means of communication
is probably the single most significant contribution to the restructuring of the global arena.
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A Masai warrior listens
to music on an Apple
iPod while surveying
the landscape of Lewa
Conservancy in Kenya.
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Visions of America/UIG via Getty Images.
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Global access to information 24/7 has empowered
individuals, businesses, and governments to forge
new opportunities and methods of operation that
would have been unimaginable just ten or twenty
years ago. As a result, people are crossing borders
every day, sometimes without even looking up from
their phones!
Advances in technology have also raised questions of privacy as surveillance techniques have
been enhanced. Drone technology has advanced
to allow information gathering at the most discrete
levels, whether we like it or not. Planes can carry “dirt
boxes” that can simultaneously collect data from
thousands of cell phones in just one pass. The abilities of governments to utilize these sorts of technologies to monitor citizens and to abridge their rights
have raised serious concerns.
At the same time, some have suggested that the
very technologies that make it more difficult to mask
activities actually result in greater accountability and
transparency across the globe. Through the use of the
expanding markets for commercial satellite imagery,
for example, it becomes possible to access information
and evidence despite elaborate efforts that might be
in place to conceal it from others. American attempts
to track North Korea’s nuclear testing programs and
China’s land reclamation and infrastructure development projects in the South China Sea have been aided
considerably by this satellite imaging. The growing use of drones and social media to both observe
and record events as they are happening add to this
transparency. These activities range from tracking political confrontations and military
movements to coordinating disaster relief.27 Taken together, these new forms of information gathering and modes of communication play a major role in crossing international
divides and connecting the world’s population in new and revolutionary ways.
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Political Borders

Communications technology has become a critical source of political leverage, particularly
for those who may have few other political resources. Citizens seeking change may take
advantage of Internet access to orchestrate events designed to alter the status quo. In recent
years, messaging, texting, and tweeting have been used extensively in places like Egypt,
Venezuela, and even Iran to facilitate efforts to challenge those in power. Mobilizing support for these activities has been greatly enhanced by the use of social media to publicize
the location of street demonstrations and to spread awareness of contentious or unpopular
policies. The uploading of images or videos that capture happenings in real time can add to
the dynamic of unsettled political circumstances. As suggested by Osama bin Laden’s use of
a flash drive to communicate with al-Qaida operatives and the utilization of cell phones to
coordinate the 9/11 attacks, technology also contributes to the capacity to generate more
extreme forms of political behavior. Today, that capability has been augmented by the
growing sophistication of technologies and savvy of those who use them.
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The Islamic State in Iraq and Syria (ISIS, also known as the Islamic State) is an important
case in point. As ISIS has expanded its reach and clout, it has relied heavily on available
technology to cross political borders in recruiting supporters and building social networks
to advance its mission. It has gone to great lengths to craft its message to prospective fighters by producing videos and other graphics as part of an information offensive designed to
appeal both visually and emotionally to its targeted audiences. Although these are modernday equivalents of age-old propaganda techniques, they are particularly noteworthy for
their capacity to reach significant numbers of people across great expanses with little more
than an Internet connection. The results have been stunning, as ISIS has attracted recruits
from around 100 countries and has dramatically increased the scope and range of its activities by inspiring “homegrown” sympathizers to engage in acts of terror in Europe, the
United States, and beyond.28
Through its online presence and social media networking, ISIS has been able to fine-tune
its outreach. In addition to maintaining a constant flow of material extolling its virtues
and successes, it looks to “friend” contacts by building trust and establishing relationships
to ultimately bring them into the fold. J. M. Berger notes that there are five steps to the
process.29 The first is discovery, whereby the potential recruits discover ISIS online or ISIS
discovers them through their postings. The second step occurs as ISIS supporters create
a micro-community around the prospective converts using social media contacts. They
then move to the third step, isolation, where these individuals are urged to cut ties with
their families, friends, and more mainstream religious communities. The fourth step brings
the targets even further along as their contact with ISIS recruiters is moved to private or
encrypted messaging platforms. In the fifth and final step, the recruits are encouraged to
take action by traveling to join ISIS or carry out terrorist acts at home. Berger argues that
in addition to constant surveillance and ongoing efforts to disrupt these interactions, the
most critical juncture for those seeking to counter this activity occurs prior to the fourth
step, when conversations are taken into private arenas.
This same technology that is used to foment political change can also be tapped by
those in power with ample resources to deploy it—sometimes with profound repercussions.
China has been particularly active in this regard. The country’s battles with the global
search engine Google have been highly publicized, as the government has long sought to
restrict access to Internet sites and monitor usage. Google reversed its initial decision to
self-censor and wound up losing significant market share to its Chinese competitor, Baidu.
By 2015, Baidu had come to account for 92.1 percent of China’s searches.30
China’s efforts to control the message have also included an array of more proactive
measures to package information and dispense it across social media to mobilize popular
support. It is known to employ a considerable network of content creators and trolls to cast
government policies in a favorable light while casting doubt on the motivations of critics
and opponents. These efforts often focus on key foreign policy objectives, such as the unification of Taiwan, territorial claims in the South China Sea, and US military movements
considered to be challenging or threatening to Chinese security interests.31
Russia’s information warfare has also gained considerable notoriety. Russia continues to
employ more mainstream methods to disseminate and report information, relying heavily on the government-supported Russia Today (RT) news service. It broadcasts around the
world in multiple languages and has a significant YouTube presence. Beyond this activity,
a legion of bloggers and commentators actively engage online on behalf of Russian policy
interests. The efforts to provoke antigovernment sentiment in Ukraine to lay the groundwork for Russia’s 2014 invasion of Crimea and to plant stories intended to influence the
2016 US presidential election are but two examples of these types of ongoing campaigns.32
For its part, the United States is also an active participant. In some cases, these actions
are primarily defensive in nature. The link to a highly questionable story relating to
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UNDERSTANDING CROSS-BORDER CONFLICT
HOW CAN INTERNATIONAL STUDIES HELP?
Cyber Espionage

is
tri

bu
te

Map data ©2014 AutoNavi, Google.

rd

Satellite image of PLA Unit 61398.

,o

What is the role of crossing borders in resolving
this conflict? How can the cross-disciplinary focus of
international studies help?

Questions

D

o

no
tc
op

y,
po
st

In 2015, the United States and China signed an agreement intended to curtail their bilateral cyber espionage
and to pursue efforts to promote international norms for
state behavior in cyberspace. The accord was prompted
by a considerable uptick in these types of activities that
increased tensions and threatened to derail other forms
of cooperation.
In 2014, the US Justice Department had filed
criminal charges against five hackers in the Chinese
military. The complaint accused them of using cyber
spying to steal US trade secrets from six American
firms in the nuclear power, metals, and solar
products industries. Targeted companies included
Westinghouse Electric, US Steel, SolarWorld, United
Steelworkers Union, Allegheny Technologies Inc.,
and Alcoa World Alumina. Evidence suggested that
the Chinese government not only condoned but supported the activities of the People’s Liberation Army
Unit 61398, based in a Shanghai suburb. The alleged
hackers were young army officers who used military and intelligence resources to download industrial information, including strategic plans, from
US businesses.
The Chinese government responded with accusations of its own, suggesting that the United States
fabricated the evidence. It also cited data produced
by the National Computer Network Emergency
Response Technical Team Coordination Center of
China (NCNERTTCC) suggesting that for just two
months in 2014, 1.17 million host computers in China
were directly controlled by the United States via the
use of 2,077 Trojan horse networks or botnet servers
and that the United States used 135 host computers to
conduct 14,000 phishing operations and 57,000 backdoor attacks against Chinese websites.
While the 2015 agreement was a significant first
step, its impact is not easy to determine. Though there
is some indication that the number of attacks has
slowed, others have suggested that electronic masking enhancements have made it more difficult to detect
intrusions. In addition to an array of divergent political and economic interests, the differing histories and
cultural perspectives of the United States and China
regarding national security and intellectual property
rights complicate efforts to move forward in addressing
this critical issue.

• What are the political motives of China and the
United States in pursuing cyber espionage?
• What are the economic implications for the parties
involved?
• Can bilateral diplomatic initiatives effectively “tame”
or restrict abuses of technology?
• Do social and cultural factors play a role in
understanding the reasons for engaging in cyber
espionage?
• Can international agreements to restrict cyber
espionage make a difference?

Sources: US Department of Justice, “U.S. Charges Five Chinese
Military Hackers for Cyber Espionage Against U.S. Corporations
and a Labor Organization for Commercial Advantage,” May 19,
2014, https://www.justice.gov/opa/pr/us-charges-five-chinesemilitar y-hackers-cyber-espionage-against-us-corporationsand-labor; Shannon Tiezzi, “China’s Response to the US Cyber
Espionage Charges,” Diplomat, May 21, 2014, http://thediplomat.
com/2014/05/chinas-response-to-the-us-cyber-espionagecharges; Scott Warren Harold, “The U.S.-China Cyber Agreement:
A Good First Step,” RAND Corporation, August 1, 2016, https://
www.rand.org/blog/2016/08/the-us-china-cyber-agreement-agood-first-step.html.
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ISIS atrocities on the State Department’s official Twitter account in 2015, for example,
stemmed from the inability to effectively counter the group’s online propaganda.33 In
other instances, there are purposeful initiatives to penetrate social media by planting
information—both real and fabricated—or otherwise controlling the narrative of online
discussion. The goal is to influence public perceptions and build support for policy. This
so-called digital diplomacy has allegedly been a part of US strategy in its struggle against
the Assad regime and ISIS in Syria, as well as in a host of other situations.34
There is certainly no monopoly on the types of states that are poised to resort to these
types of measures, and there are numerous examples that may demonstrate this point.
Turkey’s powerful president, Recep Erdogan, enlists an army of some 6,000 social media
operatives to undermine opposition to his government. While blocking access to virtually all social media, North Korea regularly penetrates South Korean cyberspace through
postings to its more popular sites. In its effort to offset Russian infringements, Ukraine has
constituted an “i-army” with an especially active Twitter account to put forward its position. Mindful of its challenge to sway world opinion, Israel’s government manages some
350 official online channels across a range of social media to complement its more covert
undertakings.35 Sometimes these activities can have unintended and potentially dangerous
consequences. In late 2016, Pakistan and Israel experienced some tense Twitter exchanges
following the posting of a story on a fake news site suggesting that Israel would consider
a nuclear attack on Pakistan if Pakistani troops moved into Syria. Israel’s Defense Minister
was compelled to intervene through a tweet verifying the fictitious nature of the report to
defuse the escalating controversy.36
Beyond these infiltrations and manipulations, computer hacking by both public and
private actors has grown to the point where it can seriously impact political outcomes. It
has spawned a new and highly disruptive form of terrorism—cyberterrorism—whereby
groups or individuals unlawfully attack and manipulate Internet information to further
their personal or their group’s interests.37 These include hacking websites, gaining access
to classified information, and compromising the activities of governments and businesses.
The activities of WikiLeaks brought considerable attention to these practices.
WikiLeaks was launched in 2007 by Julian Assange as a nonprofit organization that
brings tightly held information to the general public.38 Accepting secret information from
anonymous sources, WikiLeaks has brought to light many classified documents that raise
questions about governmental actions and policies. In 2011, it published numerous classified US government documents on the wars in Iraq and Afghanistan that included embarrassing cables among US embassies around the world. More recently, it leaked almost
20,000 e-mails from the US Democratic National Committee, as well as more than 30,000
e-mails from Hillary Clinton’s private e-mail server while she was US Secretary of State. It
also released e-mails from the ruling party of Turkey, as well as a classified report from the
EU on possible military intervention against “refugee boats.”39
Edward Snowden, a contract employee for the National Security Agency (NSA), gained
considerable notoriety when he divulged thousands of top-secret documents that detailed
a pattern of domestic surveillance.40 Snowden argued that he acted in defense of the public
by fostering an awareness of the types of monitoring that the US government was engaged
in. He released the first documents from Hong Kong and was granted asylum in Russia,
where he continued to speak out against American policy. A movie chronicling his activities, directed by Oliver Stone, was released in September 2016.
The disclosures of WikiLeaks notwithstanding, the ongoing efforts of governments
to hack both allies and adversaries speak directly to the ways in which technology may
be used to circumvent established political borders. Hacking entered into the 2016 US
presidential election when it was revealed that Russia was behind confidential leaks of
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information from the Democratic National Committee and other party officials. The
US Intelligence Community distributed a declassified report following the election that
found that the Russian government sought to influence the outcome of the election in
favor of Donald Trump through fake news reports and the release of potentially damaging personal e-mails from Hillary Clinton and her staff.41 Drawing on information
gathered by the Central Intelligence Agency (CIA), the Federal Bureau of Investigation
(FBI), and the National Security Agency (NSA), the report concluded that the highest
levels of the Russian government and President Vladimir Putin specifically approved
a campaign to not only discredit candidate Clinton but also cast doubt on the US
democratic process.
While looking to bury the controversy, the Trump administration found itself deeply
enmeshed as new allegations regarding relationships between campaign officials, some of
whom had taken on key government positions, and the Russians continued to surface.
Within the first few months of taking office, the president fired his national security
adviser, who had considerable ties to Russia, and the FBI director who was in charge of
investigating the case. The US Congress launched a number of fact-finding hearings, and
a special counsel with formidable and independent powers was appointed to probe deeply
into the allegations of collusion. This stunning turn of events threatened to derail the
new administration before it was even fully in place, and undermined its ability to move
forward in advancing its political agenda.42
As it turns out, Russia’s efforts in the United States were just part of a comprehensive
and more longstanding effort to influence the outcomes of elections and events through
hacking and the political manipulation of information. Cyberattacks in eastern and
central Europe have been common. Over the past decade, Russia has acted to shut down
Internet service in Estonia in response to the removal of a Soviet World War II memorial,
attacked the central election commission websites in Ukraine and Bulgaria, and compromised the Warsaw Stock Exchange and other sites across Poland.43 Russian hackers have
also been accused of stealing data from German government computers and damaging
the computer system of a French television station. In the aftermath of the 2016 US
election, French and German officials were particularly wary of possible Russian interference in upcoming elections. The release of sensitive e-mails from Emmanuel Macron’s
campaign just days before the May 2017 French presidential election added to suspicions
of Russian meddling.44
Russia is not alone in the drive to undermine cybersecurity. China is an active player
as well. It has hacked the networks of embassies and other government offices of an array
of countries to acquire information that might assist in the pursuit of its foreign policy
objectives. Germany, India, South Korea, and Taiwan have been among its targets. China
gained considerable attention in 2015, when it compromised the US Office of Personnel
Management and stole some 22 million employee records. China’s military has also been
suspected of stealing data on vital US weapons programs.45
With more than two dozen states believed to be engaged in offensive cyber operations, the United States has not remained on the sidelines. It disrupted Iran’s nuclear
operations in 2010 by launching a lethal computer virus (most likely with support from
Israel) and continues to engage vigorously in these sorts of activities. In 2017, for example, the United States appeared to have a hand in the failed test launching of at least one
North Korean ballistic missile and was suspected of more pervasive involvement as part
of its ongoing effort to counter North Korea’s nuclear program.46 Even as the dangers
stemming from these cyber activities have become increasingly apparent, there is little
reason to expect any curtailment, as they have emerged as critical tools in the pursuit of
political security.
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In terms of economic borders, technology has truly transformed the nature of global
transactions. From a personal perspective, we can buy goods from the far corners of the
world without leaving our homes and have them delivered to us, sometimes even the
same day. How does this happen? Technology has promoted the mobility of production
processes, facilitating the movement of goods around the world. Remember the journey
taken by a T-shirt introduced in Chapter 1? The cotton it was made from was grown in
Texas; it then traveled to China, where the T-shirt was made. The shirt was sold in the
United States at a retail outlet and ended up in an African market.
Through interfaces that include e-mail, instant messaging, and real-time face-to-face
interaction through Skype, FaceTime, Adobe Connect, or GoToMeeting, people can web
conference while sitting at home in their pajamas. Moreover, large transnational corporations can export advanced workflow software technology to different places around the
globe to enhance their productivity by allowing teams to work on the same project around
the clock. The project manager software giant SAP has made a name for itself in this regard,
offering a service that “keeps projects rolling around the clock, around the globe.”47
One company that has been at the cutting edge of these initiatives is Infosys, an international technology services firm that was founded in 1981 and is headquartered in Bangalore,
India.48 Infosys is important because, as a leading firm in a growing IT sector in India, it
provides resources for industry worldwide, thereby supporting Friedman’s ten flatteners
(especially outsourcing). Friedman, in fact, came upon his realization that the world is flat
after visiting Bangalore, India’s information technology (IT) hub and the world’s number
one outsourcing location.49 These connections speak to another of Friedman’s flatteners—
the idea that business practices are integrated, such that people can work together simultaneously and respond quickly to change from wherever they might be. Infosys provides
a broad range of technological services that include banking, big data, cloud, distributive
trade, micro-commerce, sourcing, procurement, and customer services.50
Beyond its role in transforming business information and communication practices,
technology is affecting the pattern of commercial exchange itself. Face-to-face connections
between buyers and sellers are giving way to online interactions. Worldwide, e-commerce is
projected to rise from 7.4 percent of retail sales in 2015 to 14.6 percent in 2020. The largest
online retailer, Amazon, had net revenues of more than $226 billion in 2016. While around
40 percent came from sales in the United States, Amazon has a global reach.51 Even China
has gotten into the act, with more than 200,000 businesses using Amazon to sell directly
to consumers. Products are sent to Amazon fulfillment centers in the United States and can
be easily integrated into its network. China’s own e-shopping giant, Alibaba, has also made
great waves, with online transactions sales totaling $248 billion.52
Internet technology has also transformed global financing—in both positive and negative ways. Billions of dollars are now transmitted electronically 24 hours a day, facilitating the flow of capital around the world. This has had some important impacts in terms
of making capital available quickly to those who are in most need of it, in dire times of
disaster, or simply through regular remittances to families back home from convenience
stores all over the world, via services like MoneyGram, Western Union, or PayPal and its
popular mobile payment service, Venmo. It has even created a new currency: bitcoin,
an open-source technology that allows direct transactions without the involvement of
banks or other facilitators. All transactions are handled electronically through mobile
phones or computer.53
Created in 2009 by an individual or group believed to be using a pseudonym, bitcoin
remains shrouded in some mystery. Bitcoins themselves are purchased on online exchanges
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and are stored in a “digital wallet” that serves as a virtual bank account that may be used
to purchase goods or for savings. They are not insured, but neither are they regulated or
easy to trace. This allows for a considerable degree of anonymity and has raised concerns
about bitcoins’ use in promoting illicit economic activity. Bitcoins are not tied to any single
country, may be bought or sold through different currencies, and are simple to use in settling international payments. A small group of core developers oversee the system, and new
coins may be minted by advanced users through a rather complex process.54
Bitcoin is not without its shortcomings. Its value has fluctuated widely, sometimes
due to intense speculative activity or without discernable reason, leaving some users with
significantly diminished assets. Periodic reports of hacking into exchanges, in one instance
resulting in the loss of coins worth $65 million, have added to uncertainty.55 A ransomware
attack that infected some 300,000 computers worldwide in May 2017 brought further scrutiny when the hackers demanded payments in bitcoin to restore access to data.56 They even
offered assistance to some victims on how to set up and access bitcoin accounts! Despite
these questions and drawbacks, more and more businesses are participating in the bitcoin
network. Many are drawn by the ease of usage and the ability to avoid the fees that are
charged to credit card transactions.
Whether through bitcoin or other mediums of exchange, electronic transfers of money
have been quite useful to those seeking to limit their exposure. Human and drug traffickers, counterfeiters, money launderers, corrupt politicians, and terrorists can move money
quickly online and have it withdrawn from ATMs around the world with a very scant
recorded trail back to its origins. Governments frequently detect these deeds by following
the money. The activities of Somali refugees and expatriates living in Kenya, for example,
have come under scrutiny in this regard for suspected transfers of cash to al-Qaida through
an allied organization operating in the area, al-Shabaab.57 This group claimed responsibility for the Westgate Mall attack in Nairobi, Kenya, in September 2013 that killed sixtyseven people.58 Alternative remittance systems (ARS), or hawala, an Arabic term that means
“transfer,” allow money to move electronically through gray areas without being identified
by source.
How are these contacts made? There is a dark side to the web that allows secretive and
often illegal exchanges to take place. This space provides an arena to advertise markets
for products and services that extend beyond mainstream channels and creates a world
for nefarious activity. How much should web exchanges be monitored? If there are illegal
behaviors being touted on the Dark Web, why do governments seemingly look the other
way? The following pro/con debate addresses these concerns and considers whether the
free exchange of goods and services should be monitored more closely.
Advances in technology have had differing and sometimes contradictory effects. While
they have made it easier for some to evade regulation or detection, they have also created
opportunities for greater oversight and transparency. Even as big data serve commercial purposes by clearly identifying prevailing market conditions, this access to massive amounts
of information can be instrumental in uncovering financial irregularities that may exist in
either private or public sectors. The development of more sophisticated data management
techniques, auditing procedures, and even mobile applications can be used to combat fraud
and foster greater accountability. For example, the World Bank’s Integrity app enhances
scrutiny of its projects and provides a platform to report suspected abnormalities.59
It is interesting to note that the technology that has fostered the development of an
interconnected financial system allows for actions to disrupt these flows or otherwise punish those engaged in activities deemed contrary to acceptable norms. In 2014, for example,
President Barack Obama signed an executive order to freeze the US-based assets of more
than twenty Russian officials involved with the military intervention in Ukraine. The threat
of US sanctions against Chinese individuals allegedly complicit in a series of cybercrimes

Copyright ©2019 by SAGE Publications, Inc.
This work may not be reproduced or distributed in any form or by any means without express written permission of the publisher.

Chapter 3

•

Jump-Starting the Trip

67

PRO/CON
SHOULD GOVERNMENTS CURB ANONYMOUS MARKETS TO FIGHT CRIME?
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January 2016.

Governments absolutely must curb illegal anonymous
markets to help fight crime. There now are anonymous
markets for almost everything you can think of. Want an
underage family member raped? You can arrange it in an
anonymous Dark Web marketplace for around $36,000.
Have someone murdered? The cost is between $45,000
and $900,000, depending on the victim’s stature and how
you want the murder to unfold.
Hiring a network of malware-infected computers
from around the world to launch a denial-of-service
(DoS) attack against a government, business or notfor-profit website will cost you around $150 for a weeklong barrage. Hacking into someone’s email or social
media accounts runs about $220. For roughly $550, you
can conduct hacks involving espionage or break into a
secure website.
Oh, you also can buy guns and drugs on the Dark Web.
Anyone with a computer and an Internet connection
can get onto the Dark Web and find anonymous markets
like these. You could. I could. A young child could do it
without the knowledge of his or her parents.
All you have to do is download a browser like Tor, go to
a hidden wiki website and start clicking links until you find
the service you’re after. With cryptocurrencies like bitcoin,
even the final transaction is anonymous. Nefarious goods
and services can be purchased without the buyer ever
having to leave home.
The problem with anonymous markets is twofold.
First, the social costs of the things that can be purchased
anonymously online are huge. The cost of DoS attacks
runs upwards of $920 million per day. And, obviously,
the individual and social costs of rape and murder are
incalculable.
The other problem with these markets is that, more
than at any other time in history, they decouple motive
and ability. Before the Dark Web, you might have wanted
to hack someone’s website or hire a hitman, but you likely
wouldn’t have succeeded because you didn’t know how.
Now you can do those things—with ease.
Anonymity and free speech are important for democracy, but there is a line that is easily crossed in the Dark
Web. The list of nefarious activities that are for sale in
anonymous markets, combined with the huge social costs

An “anonymous market” is certainly an exotic-sounding
beast. Some ill must be afoot when people make no
exchange of personal information and use untraceable
payment systems to buy and sell.
On the other hand, millions of ordinary Americans
engage in commerce like this every day. Buyers whose
identities are unknown to merchants, restaurateurs
or kiosk operators purchase products and services in
exchange for cash and courtesies alone.
Yes, some payment systems can be used to trace
the actors, and some sales are captured on camera.
But it’s the exception, not the rule, to gather a stable,
useful set of identifiers from daily commerce.
Should governments curb the anonymous markets
that exist at fast food restaurants, newsstands and
curio shops? Doing so would certainly help fight crime.
Thousands of thefts, violent crimes and illegal drug
transactions could be thwarted and prosecuted if every
real-world commercial transaction required video or
digital records of participants.
But such a requirement would defy the sacred
principle in American criminal justice that a person
is innocent until proven guilty. Americans should be
free from surveillance absent suspicion of wrongdoing.
Ordinary people participating in ordinary commerce
are not obliged to make records of their activities for
the benefit of later investigation. The “Dark Web” epithet hardly provides a rationale for a different rule for
online transactions.
The Internet allows people to transact more quickly
and efficiently and across greater distances than conventional communications. But until recently, such
online transactions had to use centralized and fully
traceable payment systems. We also have discovered
that much of our online life is subject to comprehensive government surveillance.
Exotic name aside, anonymous online markets
can recreate the ofﬂine status quo. While some early
users of the “Dark Web” have employed it for illegal
and sometimes nefarious purposes, a broader public
will begin to use such tools to transact as they wish,
free of prying corporate advertisers and aggressively
attentive governments. The vast bulk of future private
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commerce will be unremarkable, except for the burgeoning economic growth it produces.
There are more than prudential reasons to resist
branding anonymous commerce as dangerous. Efforts
to stamp it out would suppress good people’s use of
privacy-protecting technologies while having only a
marginal impact on the bad.
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and the disjunction of motive and ability, suggests only
one potential response to the proposition: Governments
must curb anonymous markets to help fight crime.

Source: Marcia Clemmitt, “The Dark Web: Does Identity-Masking Technology Increase Cybercrime?” CQ Researcher 26 (January 15,
2016): 49–72. Retrieved from http://library.cqpress.com.prox.lib.ncsu.edu.
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1. Is the anonymity provided by the Dark Web critical to the preservation of democratic values?
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2. Should governments intervene more directly in regulating anonymous markets to curb harmful or illegal
activities?
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aimed at the theft of intellectual property produced the 2015 agreement (referenced earlier)
to work on establishing guidelines for future behavior. In 2016, the United States froze the
American-based assets of North Korean leader Kim Jong-un for human rights abuses that
included killings, torture, and forced labor.60

Social and Cultural Borders
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Social and cultural borders are crossed every day as social media sites create communities of individuals who spontaneously can come together. As noted at the beginning of
the chapter, Facebook, which reached 2 billion members in mid-2017, has become a truly
transformative force as it has provided people across the world with the opportunity to connect seamlessly, even in the face of physical or political barriers that might preclude other
forms of interaction. Facebook is not alone, as illustrated in Figure 3.4, which identifies the
world’s leading social networks.61 The second most popular social network is YouTube, at
1.5 billion users, followed closely by WhatsApp (which enables its users to text one another
anywhere in the world without a fee) and Facebook Messenger, at 1.2 billion users each,
and the Chinese online communication platforms WeChat and QQ, connecting 938 and
861 million users, respectively.
Social media platforms can be significant in elections, as they create an identity among
political supporters. In his election bid in 2008, Barack Obama was one of the first major
political candidates to rely heavily on social media outlets to grow his message and gather
potential voters. This carried through to the 2016 US presidential race between Donald
Trump and Hillary Clinton, which saw many harsh words traded in the “Twittersphere.”
President Trump has since continued to rely on Twitter as a way to engage directly with his
constituents. The opportunity to reach and potentially mobilize massive numbers of people
instantaneously adds considerably to the allure. Social media sites are now vital tools for sitting or aspiring leaders and have made a difference in shaping outcomes ranging from the
election of Rodrigo Duterte as president of the Philippines to the Brexit vote in England.62
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FIGURE 3.4 ● Most Famous Social Network Sites Worldwide as of August 2017,
Ranked by Number of Active Users (in Millions)
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Source: “Most Famous Social Network Sites Worldwide as of August 2017, Ranked by Number of Active Users (in
Millions),” Statista, August 2017, https://www.statista.com/statistics/272014/global-social-networks-rankedby-number-of-users.

Critical to the growth of social media platforms has been user-generated content
(UGC). Sites such as YouTube connect people through both personal and informational
videos. Users develop the content, and as a result, a home video can go viral in just a few
hours as it is watched around the world. One of the first sites to offer shorter versions of
shared videos was Vine, which offered six-second videos that looped. It created Vine stars
as people watched their creations.63 But Vine did not endure, even as the technology moved
forward. Twitter, which owned Vine, discontinued the app in 2016. It has been replaced

user-generated content
(UGC) social media content
that originates through
individual uploading of
videos, blogs, pictures,
tweets, or other types of
expression
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HOW YOU CAN CONNECT
You can “plug in” to developments shaping the world by . . .
•• subscribing to a Twitter news feed to get real-time updates on breaking stories
•• accessing your social media accounts to connect to those who may be directly involved
in unfolding events
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•• generating your own content relating to particular programs or events you are attending
•• surfing the web to acquire information that will further your awareness and understanding
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with other video-sharing technologies, such as Facebook Live, which allows real-time
streaming from its platform. Snapchat has also offered a new service with the introduction
of its video-recording sunglasses, Spectacles, that can record ten-second video clips.64
These developments as they relate to cultural borders can be significant. On the one
hand, they can offer ways to preserve traditional customs and values by documenting
practices for future generations. Languages can be preserved and histories shared as groups
seek to maintain their identities. Many groups have created webpages and Facebook sites
to move this effort forward. For example, the indigenous people of New Zealand, the
Maori, have a website (maori.com) that is devoted to promoting their culture, businesses,
and tourism.
On the other hand, technological innovation and communication across borders can
bring new styles of food, dress, music, and sports that become universal as opposed to
specific to a state, nation, or people. World music, global hip-hop, and fashion trends
that draw on artisanal skills from around the globe are examples of cultural identity
changing in response to technological innovation that allows the selling of ideas, images,
and goods readily across existing borders. The nonprofit organization TED (Technology,
Entertainment, Design) supports a series of talks—TED Talks—that are short observations
on “ideas worth spreading.” They are currently translated into 114 languages by more than
27,000 volunteers, with a total of 113,164 translations and counting.65 Talk about sharing
ideas with the world!
New languages can even emerge as our connections grow. Language can adapt through
interactions, such as the popularity of Spanglish—a cross between English and Spanish
that is spoken in many parts of the Spanish- and English-speaking world today. Even texting and tweeting have created a new universal language of acronyms and emoticons such
as LOL, TTYL, and :) that people around the world are using daily. You may even have
your own Bitmoji, an individually tailored emoji that allows you to personalize your social
media communications.
Advanced technology can also affect our ability to address significant social and
humanitarian challenges that confront us. The emergence of “precision agriculture”
in the fight against hunger is a case in point. The use of ultra-small nanoparticles to
release pesticides and nanosensors to adjust moisture levels in the soil is a particularly
promising innovation designed to increase crop yields while limiting environmental
damage.66 Nanotechnology is also seen as an increasingly important tool in developing
new types of fuels that minimize carbon emissions and contribute to the fight against
climate change.67 Meanwhile, breakthroughs in the field of artificial intelligence and
other technologies are opening up possibilities for improvements in health care, education, resource utilization, and other areas that would promote more inclusive and
sustainable development.68
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WHAT CAN YOU DO WITH INTERNATIONAL STUDIES?
Technology 24/7
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Personal photo by John McGregor.

been going in the world over the few hours I slept, all
while downloading up-to-the minute weather reports
that help me plan my day. It lets me stay in touch with
friends through text messaging, video conferencing,
and old-fashioned phone conversations. The iPhone
certainly plays a vital role in my life, and its absence
would greatly alter how I live on a day-to-day basis.
The biggest way in which technology has led me
across international borders is through my love of soccer. The Internet and social media have allowed me not
only to connect to fans all over the world, but to interact
directly with the journalists and media sources dedicated to covering the sport. As someone who writes
about soccer, it is an invaluable resource to be able
to directly communicate with some of the best writers in the industry, who all have a significant presence
on social media. This resource has increased both my
knowledge of and love for the sport, while continuing
to make me a better writer.
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New technology has completely changed the way I operate both inside and outside the classroom. My personal
life and education are driven by these technological
advances. It is the best way to keep in contact with friends
and family now spread out all over the globe. In school,
I use the Internet to conduct research and to communicate with my professors. While I still use the library for
research, I usually identify the material I need online,
even if I review or acquire it through the library. All my
assignments are prepared on the computer, and are usually sent directly to my professors online. I have my computer or iPad with me for note-taking in all my classes.
Thanks to developments in new media, I obtain
roughly 90 percent of my local, national, and international news from Twitter. It gives me the opportunity
to follow an infinite number of journalists and news
publications that deliver news and opinions constantly
on a 24-hour cycle. The brevity of Twitter allows me to
consume a large amount of news very quickly, while
almost every post features a link that leads to a more
in-depth story. The ability to tailor my news experience in a very personalized way allows me to pick
sources that I know to be credible. As someone who
is constantly on the go and relying on a mobile device,
there is no more efficient way to stay informed.
I rely on my iPhone more than any piece of technology that I currently own. It plays a vital role in my
daily routine, from supplying the alarm that wakes me
to allowing me to check multiple e-mail accounts in
seconds. It also lets me check Twitter to see what has
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John McGregor, International Studies Graduate
Student and Soccer Blogger
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Then again, sometimes all it takes is a single individual with a sense of purpose to make
a profound difference. This was the case for Lara Setrakian, a former news correspondent
who was moved by the ravages of the Syrian refugee crisis. With the support of the Doris
Duke Charitable Foundation, she launched the Syria Deeply website in 2012 to heighten
awareness of the tragedy by highlighting individual cases. She introduced her fourth singleissue website venture in 2016, a more expansive Refugees Deeply, which features original
content posted by refugees themselves.69

A Final Thought on Technology Prior to the Journey
New technologies have changed how we live and interact with one another. Despite the
technological divide, the spread of the Internet and satellite communications has brought
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the world together. The rapid way in which information can be shared globally gives
states access to the same information and allows them to easily share their needs and
concerns. When disaster strikes, the world can be there as people are called upon to text
their donations for relief efforts.
Even some of the technology corporations that we have met here have come together to
help people. Google.org, the philanthropy wing of Google, has given UNICEF a $1 million
grant to respond to the Zika virus crisis and sent Google engineers to help map outbreaks
and anticipate where new ones may occur.70 In response to the refugee crisis, Google partnered with other organizations in the field to build an online information hub, develop
translation cards, and install low-cost Wi-Fi in refugee camps.71 Infosys has a philanthropic
mission beyond IT through the Infosys Foundation, which promotes social responsibility
and seeks to help the poorest of the poor in India through health care, education, and rural
development.72 The Bill and Melinda Gates Foundation has been a leader in social responsibility, most notably in the areas of global health and development. It is interesting to note
the number of individuals with connections to the technology sector who rank among the
leaders in American philanthropy (see Figure 3.5). And our friend Nathan, whom we met
in Chapter 1, uses these new technologies to invest in people around the world from the
comfort of his couch.

,o

FIGURE 3.5 ● Leading Donors in the United States, 2016 (in Millions of Dollars)
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Source: “The 2017 Philanthropy 50,” The Chronicle of Philanthropy, Vol. 29, Issue 4, February 2017, pp. 8–21.
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The extent to which we can use technology to promote greater cooperation will depend
on our understanding of the divisions that exist and the challenges we face. The task is
complicated by the borders that continue to separate us. The remainder of this book will
provide you with a road map to traverse the globe across these political, economic, social,
and cultural borders. Pack your bags—the course has been set—and let the journey begin!
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Walter Isaacson presents an intriguing biography of

devices such as the iPhone.
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Aravind Adiga, White Tiger (New York: Free Press, 2008).

computer industry, particularly in the development of

Aravind Adiga’s debut novel, White Tiger, is about the

letters from an Indian call center worker, Balram, to the

Thomas Rid, Cyber War Will Not Take Place (London:
Oxford University Press, 2013).

Chinese prime minister in advance of an upcoming state

This book explores the argument that cyber war is com-

visit. Balram wants the prime minister to know his story

ing, suggesting that there is a real threat, but that it is

and how Indian society has been transformed by techno-

less violent and more likely in the areas of espionage,

logical innovation.

sabotage, and subversion.
Clive Thompson, Smarter Than You Think: How

of the Twenty-first Century (New York: Farrar, Strauss, and

Technology Is Changing Our Minds for the Better (New

Giroux, 2007).

York: Penguin, 2013).

Thomas Friedman analyzes ten forces that have contrib-

Clive Thompson challenges the fear of technology, pro-

uted to the deepening globalization of the world and

filing people who are using technology to change their

have created new opportunities for China, India, and

lives and those of others in a positive way.
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Thomas L. Friedman, The World Is Flat 3.0: A Brief History

other emerging countries.
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Walter Isaacson, The Innovators: How a Group of Hackers,

Daniel Trottier and Christian Fuchs (eds.), Social Media,
Politics and the State: Protests, Revolutions, Riots, Crime and
Policing in the Age of Facebook, Twitter and YouTube (New

York: Simon & Schuster, 2014).

York: Routledge, 2015).

Isaacson follows his work on Steve Jobs with a look at

The essays in the volume explore the complex political

the innovators who created the digital revolution; he

role of social media platforms in different parts of the

provides insights into how their minds work and what

world as both facilitators of state power and as tools for

makes them so creative.

those who seek to undermine that power.

Walter Isaacson, Steve Jobs (New York: Simon & Schuster,

Ashlee Vance, Elon Musk: Tesla, SpaceX, and the Quest for

2011).

a Fantastic Future. (New York: Harper Collins, 2015).
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Geniuses and Geeks Created the Digital Revolution (New
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This is a profile of Elon Musk, the well-known entre-

Drawing on his book World 3.0, Pankaj Ghemawat

preneur behind such innovations as SpaceX, Tesla, and

addresses the role of hard data as it pertains to globaliza-

SolarCity.

tion and the “flattening” of the world through technology.

Paul Vigna and Michael J. Casey, The Age of Cryptocurrency:

Burma VJ: Reporting from a Closed Country (2008)

How Bitcoin and the Blockchain Are Challenging the Global

This documentary about the 2007 protests against the

Economic Order (New York: St. Martin’s Press, 2016).

military junta in Burma (Myanmar) centers around the
role of video journalists and features footage shot on

currency world of bitcoin. It suggests a growing role for

handheld cameras, some of which was smuggled out of

digital currencies across the global economy, challenging

the country.

more traditional modes of financial exchange.
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This book provides an intriguing look into the digital

Disconnect (2013)
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This popular movie explores the conflict that can arise

CNN Tech, www.cnn.com/TECH/index.html

through three story lines.

world today. Regular features, updated weekly, focus on
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CNN offers updates on technology trends around the

in the interface between real life and the digital age

The Fifth Estate (2013)

This movie tells the WikiLeaks story, with its founder

and technology innovation.

Julian Assange portrayed by Benedict Cumberbatch.

Computer History Museum, www.computerhistory.org

Four Principles for the Open World (2012), www.ted.com/
talks/don_tapscott_four_principles_for_the_open_
world_1.html
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This website is the home of the Computer History

rd

the web, gadgets and gaming, mobile news, social media,

Silicon Valley, where the information revolution began.

Canadian businessman and author Don Tapscott dis-

It provides a history of the computer as well as the people

cusses how the Internet is transforming the world into a

who were the pioneers of the industry.

more open and transparent society and touches on four

Facebook, www.facebook.com; LinkedIn, www.linkedin.

principles to guide this process.
Her (2013)

snapchat.com; and Twitter www.twitter.com

This movie, starring Joaquin Phoenix, explores one man’s

These are major social networking sites, at least some of

relationship with an operating system that is designed to

which you have probably already joined!

serve his every need, voiced by Scarlett Johansson.

Popular Science, www.popsci.com

I Lost My Job (2012)

Popular Science magazine has been documenting tech-

This film addresses the growing phenomenon of tech-

nology news since its inception in 1872. Today it offers

nological unemployment, or when manual labor is

insight into the latest technologies and their applications.

displaced by new machines and computers, and its eco-
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This is the online version of the print magazine Wired,

nomic and social effects.
Internet Rising (2011), http://internetrising.net
This documentary explores the connections between

explores their social, cultural, political, and economic

technology and humans and addresses some of human-

implications.

ity’s greatest questions, including our search for meaning
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which covers cutting-edge technologies and frequently

and mindfulness.

Videos

Jobs (2013)

Actually, the World Isn’t Flat (2012), http://www.ted.com/

This movie tells Steve Jobs’s story, with Ashton Kutcher

talks/pankaj_ghemawat_actually_the_world_isn_t_flat

starring in the lead role.
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Snowden (2016)

The Social Network (2010)

Noted filmmaker Oliver Stone tells the story of Edward

A popular and award-winning movie, The Social Network

Snowden, a former contract worker with the National

tells the story of Mark Zuckerberg’s rise from Harvard

Security Agency (NSA) who revealed the agency’s use of

dropout to creator of the world’s most powerful social

illegal surveillance techniques. He subsequently had to

network—Facebook.
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seek asylum in Russia to avoid prosecution for espionage.
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